Hayionanena 6e3nexa Ykpainu 6 ymosax 60€HH020 cmany: mpancgopmayis nioxooie
ma Mexamizmie nyoaiuHO20 YNpasiiHHs

DOI 10.34132/pard2026.31.03

Otpumano: 11 yepBHus 2025 Received: 11 june 2025
3mineno: 23 amcronaaa 2025 Revised: 23 november 2025
Ipunsro: 15 ciuns 2026 Accepted: 15 january 2026
Onyo6sikoBaHO: Published:
31 6epe3us 2026 31 March 2026

Lilila Muntian

NATIONAL SECURITY OF UKRAINE IN CONDITIONS OF
MARTIAL IAW: TRANSFORMATION OF APPROACHES AND
MECHANISMS OF PUBLIC ADMINISTRATION

The article comprehensively examines the features of ensuring the
national security of Ukraine in conditions of martial law as a special
legal regime that functions during a period of full-scale armed aggression
against the state. The article analyzes the current challenges and risks
facing the public administration system, the security and defense sector
and society as a whole, and also identifies key areas for transforming
threat response mechanisms.

The main military and hybrid threats to national security in
conditions of armed aggression are identified, including: direct combat
operations, missile and air strikes on critical infrastructure, cyberattacks,
information and psychological operations, economic pressure, energy
blackmail, sabotage activities and attempts to destabilize the domestic
political situation. It is emphasized that countering such threats
requires the use of an integrated, interdisciplinary approach, effective
coordination of actions of state authorities, military formations, law
enforcement agencies, local governments, the private sector and civil
society institutions.

The components of Ukraine’s national security under martial law are
characterized, in particular military, political, economic, information,
cyber, energy, social and humanitarian security. It is substantiated that
in wartime conditions their interdependence is significantly enhanced,
and the effectiveness of ensuring each of them directly affects the
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overall stability of the state. Special attention is paid to the role of
public administration in forming an adaptive decision-making system,
responding promptly to crisis situations and ensuring the continuity of
the functioning of government bodies.

Itis noted that the introduction of martial law entails a transformation
of conceptual approaches to understanding national security, a shift in
emphasis from predominantly preventive mechanisms to comprehensive
measures of deterrence, defense and recovery. This involves changing
the institutional mechanisms of public administration, strengthening
centralization in certain areas, expanding the powers of security and
defense sector bodies, as well as deepening integration between them
and state authorities and local self-government bodies.

It is substantiated that increasing the level of national security of
Ukraine in conditions of martial law is possible through the systematic
adaptation of public administration mechanisms to wartime conditions,
strengthening inter-sectoral interaction, implementing modern digital
coordination and monitoring tools, as well as integration into a single
functionally coordinated system of state authorities, the security and
defense sector and local self-government bodies. It is determined that
the key prerequisites for the effectiveness of such a system are strategic
planning, transparency of management decisions, adequate resource
provision and active participation of civil society in the formation and
implementation of national security policy.

Keywords: national security, martial law, public administration,
security and defense sector, public security, sustainability.

General statement of the problem. The armed aggression of
the russian federation against Ukraine became a determining factor in
rethinking approaches to ensuring national security as a basic condition
for preserving state sovereignty, territorial integrity, democratic
constitutional order, and human rights and freedoms. In conditions of
full-scale war, national security appears not only as a military-defense
category, but as a comprehensive system of protecting the state, society,
and the individual from multidimensional threats.
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The key legal and administrative instrument of the state’s response
to an act of armed aggression was the introduction of martial law, which
provides for the concentration of administrative resources, the expansion
of the powers of security and defense sector bodies, and the temporary
restriction of certain rights and freedoms in order to guarantee public
security and defense capability. At the same time, martial law became a
catalyst for transformations in the public administration system, leading
to the need for prompt decision-making, increased coordination between
central and local authorities, and the formation of new mechanisms for
interaction with civil society and international partners.

Along with traditional military threats, aggression has led to a large-
scale spread of hybrid challenges covering the information, economic,
energy, environmental and cyber spheres. In particular, the problems of
countering disinformation, information and psychological operations,
cybercrime, computer terrorism, interference in the work of critical
infrastructure and the financial system of the state have become urgent.
Energy blackmail, destruction of infrastructure facilities, manipulation of
public opinion through digital platforms have become tools for waging
modern warfare that goes beyond the classical battlefield.

In such conditions, the insufficiency of the traditional military-
territorial approach to national security, which focused mainly on border
protection and defense potential, is obvious. The modern approach
involves the integration of military, information, cyber, economic,
environmental and humanitarian components into a single system of
strategic risk management. This involves expanding the meaning of the
concept of “national security” to take into account real and potential
threats, including hybrid threats (disinformation, cyberwarfare, economic
destabilization), as well as implementing international security standards
within the framework of Ukraine’s European integration course and
cooperation with the EU and NATO.

The new approach requires the introduction of flexible and adaptive
legal norms capable of promptly responding to dynamic challenges,
as well as the use of risk-based approaches based on the assessment
of potential risks and their preventive management. The formation of
a dynamic regulatory framework harmonized with European standards
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should become the basis for strengthening the institutional capacity
of the state in the security sector. At the same time, the human-centric
dimension of national security is of particular importance, according
to which its basis is the protection of human rights and freedoms, the
provision of decent living conditions, social stability, and trust in state
institutions.

Effective implementation of the updated national security policy
requires interdisciplinary interaction of lawyers, public administration
specialists, political scientists, economists, IT specialists, cybersecurity
and environmental experts. Only the combination of their efforts will
allow the formation of a holistic, scientifically sound and practically
oriented state policy capable of ensuring the country’s stability in
conditions of prolonged armed aggression.

The relevance of the chosen topic is due to the fact that the approaches
and mechanisms of public administration in the field of national
security under martial law, firstly, reflect the real ability of the state to
maintain sovereignty and territorial integrity, guarantee the functioning
of institutions and ensure the survival of society in extreme conditions;
secondly, they allow for a deeper understanding of the role of public
administration as a key tool for coordination, resource mobilization and
the formation of a long-term security strategy for Ukraine.

Analysis of recent research and publications. The issue of national
security and its structural components has traditionally been the focus of
attention of domestic legal, political and administrative science. These
studies have acquired particular importance in the context of martial law
and the transformation of the state’s security environment. Theoretical
and applied aspects of the formation and implementation of state policy
in the field of national security, the functioning of the security and
defense sector, the improvement of public administration mechanisms,
as well as the provision of human rights and freedoms in crisis conditions
are highlighted in the works of such domestic scientists as Yu. Bityak,
S. Yevdokimenko, O. Yevtushenko, V. Zagurska-Antonyuk, I. Karikh,
O. Kornievsky, L. Kochubey, O. Kudryavtsev, P. Skyba, I. Solopova,
K. Sokoletska, O. Sukhodolya and others.

The works of the above authors reveal the conceptual foundations of
national security, define its institutional and legal mechanisms, analyze
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the relationship between public administration and security policy, and
outline directions for improving legislative support in the relevant field.
Considerable attention is paid to the issues of Ukraine’s integration into
the European and Euro-Atlantic security space, reforming the security
and defense sector, and developing a system of strategic planning and
risk management.

The scientific and theoretical basis for writing this article was
the work of the above researchers, as well as the provisions of the
Constitution of Ukraine, the norms of special legislation in the field
of national security, defense, the legal regime of martial law, and the
activities of state authorities and local self-government. In particular, the
provisions of the Law of Ukraine “On National Security of Ukraine”, the
Law of Ukraine “On Legal Regime of Martial Law” and other regulatory
legal acts that determine the organizational and legal principles of the
functioning of the security and defense sector and the mechanisms for
coordinating the activities of national security entities were used.

The comprehensive combination of scientific approaches and the
regulatory framework made it possible to form a holistic vision of modern
challenges in the field of national security and to substantiate directions
for improving public administration mechanisms under martial law.

Formulation of the purpose of the article (task statement). As
to transform approaches and mechanisms of public management of
national security of Ukraine under martial law. To achieve this goal,
the following tasks were set: to characterize the regulatory and legal
component of ensuring national security, to identify threats to national
security, the structure of national security, and to transform approaches
and mechanisms of public management of the sphere of national security
under martial law.

Presentation of the main material of the study. In the conditions of
the Russian-Ukrainian war, national security as a state of protection of the
state, society and the individual acquires a complex and multidimensional
character and goes far beyond the limits of purely military or law
enforcement activities. It ceases to be identified exclusively with defense
capability or maintenance of public order, encompassing economic,
social, environmental, informational, cybernetic, humanitarian and
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cultural dimensions. Thus, security is considered as an integrated system
of guarantees of sustainable development of the state and preservation of
democratic values even in conditions of military confrontation.

The modern security environment is characterized by the
emergence and simultaneous intensification of multidirectional threats.
Informational ones include the spread of disinformation, manipulative
propaganda, informational and psychological operations aimed at
demoralizing the population and undermining trust in state institutions.
Cyber threats manifest themselves in the form of attacks on state
information resources, critical infrastructure facilities, and the financial
system, which creates risks of disrupting the stability of key areas of
life. Environmental challenges are associated with the destruction of
industrial facilities, environmental pollution, and the undermining of
the ecological security of regions. Economic threats include the need
to restore destroyed infrastructure, ensure macrofinancial stability,
create new jobs, support vulnerable categories of the population, and
guarantee social cohesion. Physical threats manifest themselves in the
risks of terrorist acts, sabotage, and the growth of crime, which requires
enhanced protection of public order and the safety of citizens.

These military and hybrid threats not only complicate the functioning
of the state mechanism, but also «impede progressive social development
and stability of society», undermining trust in institutions and creating
long-term consequences for national stability [24, c. 103; 27; 28]. That is
why they cannot be overcome within the framework of isolated actions
of individual authorities or sectors.

Effective response to modern challenges requires an integrated
approach, which involves strategic coordination of the activities of
state authorities, the security and defense sector, local governments, the
private sector and civil society institutions. This approach is based on
the principles of interagency cooperation, joint planning, information
exchange, concentration of resources and the implementation of modern
management and digital tools.

The use of an integrated model of ensuring national security allows
for the formation of a holistic system of protecting the state, society
and the individual from military and hybrid threats by mobilizing all
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components of the security and defense sector, introducing a special legal
regime of martial law, as well as consolidating efforts in the political,
economic and social spheres. As a result, national security emerges as
a strategic function of the state, aimed not only at repelling aggression,
but also at ensuring the long-term stability and restoration of the country.

All this necessitates a comprehensive study of approaches and
mechanisms of public administration to the national security of
Ukraine. rethinking traditional approaches and developing a new
comprehensive approach that combines political, economic, social,
military, environmental, information and other tools. Given that public
administration is defined by scientists as the management of society
together with society, where various organizations, trade unions, civil
society institutions, commercial institutions, other legal and private
entities act as partners of public authorities in resolving issues important
to society [3], in particular in the field of national security, which is
«aimed at reducing and avoiding existing and possible threats to the
normal development of the state» [5].

That is why we consider public administration in the field of national
security as a holistic system of interconnected public authorities that
exert targeted influence on the relevant objects of administration in order
to timely identify, prevent and neutralize real and potential threats. In
this sense, we are not talking only about the activities of individual state
authorities, but about the coordinated interaction of various institutions
that ensure the stability, resilience and security of the state.

It is advisable to analyze the national security of Ukraine in martial
law through the prism of its structural components, as well as through the
system of regulatory and legal norms and implementation mechanisms
through which public administration bodies ensure its functioning.
This involves the study of legal principles, institutional architecture,
management procedures and practical tools aimed at effectively
protecting the national interests of the state in a special period.

The normative and legal basis of national security in martial law
is the Constitution of Ukraine [16], the Laws of Ukraine: «On National
Security of Ukraine» [17], “On the Legal Regime of Martial Law» [20],
as well as strategic documents in the field of security and defense. Their
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provisions form the legal framework for the concentration of power
and the mobilization of state resources in the legal regime of martial
law. Martial law in the context of armed aggression was introduced in
Ukraine on February 24, 2022 by Decree of the President of Ukraine No.
64/2022 «On the Introduction of Martial Law in Ukraine» [11].

Military threats to Ukraine’s national security are multidimensional
and complex, which leads to their division into external and internal.
External threats include armed aggression against the state, temporary
occupation of part of its territories, systematic missile and drone attacks,
as well as increased sabotage and intelligence activities. At the same
time, hybrid forms of confrontation are becoming particularly relevant,
including information and psychological influence, cyberattacks on
critical infrastructure facilities, attempts to interfere in the activities of
government bodies and destabilize the socio-political situation.

Internal threats are primarily associated with the socio-economic
consequences of the war, an increase in the burden on the public finance
system, large-scale migration processes, demographic losses and risks
of weakening social cohesion. Additional factors include a decrease in
the level of economic activity, deterioration of the infrastructure, and
psychological fatigue of the population in conditions of prolonged martial
law. Under such circumstances, the priority and at the same time the duty
of public authorities is to ensure the national security of Ukraine through
the implementation of practical mechanisms in its key areas: military,
public, economic, environmental, information and others. Each of these
types of security is aimed at protecting strategically important areas of
life, as well as at protecting the interests of the individual, society and
the state. Only their coordinated and systematic provision creates the
prerequisites for the sustainable development of the country and effective
confrontation with modern challenges and threats [7, c. 104-105].

Inour opinion, the introduction of martial law objectively necessitates
a transition from a predominantly sectoral approach to the formation of
national security to its systemic, comprehensive development. Such a
transition involves the integration of all components of security policy
into a single, coordinated model, within which individual areas do not
function in isolation, but interact as elements of a holistic system.
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Within the framework of the systemic approach, special emphasis
is placed on strengthening the military component, improving the
coordination of defense planning, and coordinating the activities of
all entities in the security and defense sector. At the same time, it is
important to cover the entire complex of security areas — from economic
and information to cyber and environmental. A separate role is played
by the application of legal mechanisms of responsibility for the spread
of disinformation and other actions that may harm the state, its defense
capability, or social stability.

In order to overcome military, hybrid and internal threats that can
negatively affect the state, society and information space, we propose
an integrated model of building national security under martial law. The
specified model combines:

— aspecial legal regime;

— effective public administration mechanisms;

— the management triad «centralization — coordination -
mobilization», the balance of which directly determines the effectiveness
of its implementation.

The implementation of such a model is a multi-level and multifaceted
process, in which priority is given to protection from military threats,
ensuring the sovereignty and territorial integrity of the state, as well as
the protection of its strategically important interests.

The structural components of national security are its corresponding
types (see Table 1), which in martial law are implemented through a
complex of interrelated measures in various areas — military, information,
economic, cybersecurity and others. It is their systemic interaction
that ensures the viability of the state and society, the preservation of
sovereignty, territorial integrity, and the ability to recover in the face of
long-term challenges.

The table 1 we propose demonstrates a departure from a narrow
(military) understanding of national security. Characterizing the content
of public administration subjects in the field of national security based
on the analysis of threats and the development of a set of management
decisions to prevent them. \We agree with researchers who consider public
administration in the field of national security as a risk management process
that includes forecasting, identifying and countering threats [6, p. 7].
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Table 1
Components of national security of Ukraine
under martial law
Types of Content of types of national security Key
national under martial law subjects
security
Military Counteraction to armed aggression, AFU, NGU,
security territorial defense, resource SBU, TRO
mobilization, development of the
defense industrial complex (defense
industrial complex)
Public and Maintenance of law and order, NPU, military
social security | protection of the civilian population, administrations,
provision of social guarantees for local self-
veterans and IDPs, preservation of government
human capital bodies

security

support

Economic Protection of critical infrastructure, |CMU, Ministry of
security stability of the financial system, Finance, National
adaptation of business to war conditions, Bank
defense economy
Information | Counteraction to propaganda, protection | NSDC, Ministry
security of the information space of Culture
Cybernetic Protection of information and Ministry
security counteraction to disinformation, of Digital,
(Cybersecurity)| protection of critical infrastructure, State Service
state communication systems and for Special
the National System of Confidential Communications
Information communications (NSKZ), | and Information
coordination of cyber defense measures. Protection of
Ukraine, SBU
Energy security Uninterrupted power supply Ministry of
Energy, operators
Humanitarian | Protection of human rights, IDPs, social LSG, CEB

Source: compiled by the author
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Mechanisms of centralization, coordination and mobilization in the
field of public administration act as interrelated tools that ensure a holistic,
coordinated and operational response of the state to challenges and
threats to national security. They form the conceptual and organizational
framework of an effective public administration system that is able to
act comprehensively and proactively in conditions of crises, military
conflicts and hybrid influences.

These mechanisms are the core principles of the functioning of
the public administration system in the field of national security, as
they cover all key dimensions of security policy — military, political,
economic, social, informational and humanitarian. It is their integrated
application that allows the state not only to respond to threats, but also to
form resilience to them, strengthening defense capabilities and internal
stability.

The mechanism of centralization ensures the formation of a clear
management vertical, concentration of powers and responsibilities, which
is critically important during emergencies or martial law. Coordination,
in turn, is aimed at harmonizing the actions of various state authorities,
the security and defense sector, as well as other institutions, ensuring
their interaction within a single strategy. Mobilization, on the other
hand, involves putting the national security system on high alert or
operating on military principles, involving human, material, financial
and information resources to protect the sovereignty, territorial integrity
and constitutional order of the state.

Thus, the combination of centralization, coordination and
mobilization creates the basis for effective management of security
processes, allowing the state to act decisively, systematically and
effectively in the face of modern multidimensional threats.

Military security, according to the Constitution of Ukraine [16],
is entrusted to the Armed Forces of Ukraine (hereinafter referred to as
the AFU) “a military state structure designed for the armed protection
of the sovereignty and territorial integrity of Ukraine” [1, p. 472]. The
AFU includes: «land forces, air forces, naval forces, airborne assault
troops, Special Operations Forces, Territorial Defense Forces and
Unmanned Systems Forces», which are capable of «deterring (localizing,
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neutralizing, eliminating) threats to the security of the state of a military
nature» [23, p. 25]. The activities of the AFU are aimed at deterring
armed aggression and repelling it; protecting the air and maritime space
of Ukraine; participating in measures to combat terrorism and piracy;
acting in emergency situations and eliminating their consequences.

The key subject of ensuring national security is the law enforcement
system of the state, which is a set of state bodies, legal institutions,
methods and mechanisms aimed at protecting the individual, society and
the state from unlawful actions. It ensures stability, law and order and
the rule of law, performing both preventive and reactive functions in the
field of security.

The following bodies occupy a central place in the structure of the
law enforcement system of Ukraine:

— Courts — protect and restore violated rights, ensure justice and
control over compliance with the rule of law;

— The Prosecutor’s Office — supervises compliance with laws,
supports public prosecution in criminal proceedings;

— The National Police of Ukraine — is responsible for maintaining
public order, preventing and solving crimes, protecting the rights and
freedoms of citizens;

— The Security Service of Ukraine (SBU) — ensures state security,
counterintelligence activities and countering terrorism;

— The State Bureau of Investigation (SBI) and the National
Anti-Corruption Bureau of Ukraine (NABU) — conduct specialized
investigations of corruption and other serious crimes;

— The State Border Service — controls the state border, prevents
illegal crossing and ensures security at the border;

— The National Guard of Ukraine — performs tasks to protect public
order, ensure security in emergency situations and support the defense
capability of the state;

— The State Emergency Service (SES) — prevents emergency
events, eliminates their consequences, conducts evacuation of the
population and rescue operations;

— Justice bodies and other specialized services that operate within
the framework of current legislation, ensuring law and order, legality and
protection of state interests.
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Thus, the law enforcement system is an integrated complex, where
each body performs its specific function, and their interaction allows
us to effectively counteract threats to national security, ensure law and
order, and protect citizens in peacetime and in crisis situations.

Public and social security, which is carried out by the Ministry of
Internal Affairs, the National Guard, the Police, the State Emergency
Service, and public formations to ensure public order, are of significant
importance. They implement the «Strategy of Public Security and Civil
Protection of Ukraine» [11], which defines the priorities and directions
of the policy of protecting the rights, life, health, property, and normal
life of citizens, society, and the state from threats related to public
security and civil protection. The strategy is the basis for the formation
of Ukraine’s security policy, especially in conditions of full-scale war.

An important role in the national security system is played by
public formations — voluntary associations of citizens «to participate
in the protection of public order and the state border, to assist local
government bodies, law enforcement agencies» [22]. Public formations
involve citizens in the protection of public order, the state border, the
fight against crime and administrative offenses, ensure security and
law and order on the streets and in public places, interacting with law
enforcement agencies. Through the created voluntary fire brigades, they
help in extinguishing fires and other emergencies.

Researcher S. Evdokimenko, considering public security, emphasizes
its focus on protecting important interests, rights and freedoms of a person,
the role in this process of state bodies, local governments, their officials
and the public. It is the public administration bodies that are responsible
for coordinating measures to implement and protect national interests [2].

Public and social security is an integral part of national security, as
it ensures the stability of society, the protection of citizens’ rights and
freedoms, and the preservation of national interests. It creates conditions
for the effective functioning of the state and its development, ensuring
the ability to resist both internal and external threats. In this sense, public
and social security is not just a separate area of activity, but is a funda-
mental prerequisite for achieving overall national security, forming the
basis for a stable socio-political environment.
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An equally important role in ensuring the vital activity of society is
played by economic security, which covers the financial, food, energy,
investment and other sectors of the economy. It characterizes the
level of protection of the national economy from internal and external
threats and is a key factor in the sustainable development of the state.
Ensuring economic security allows meeting the needs of the population,
maintaining the country’s competitiveness in the international arena,
strengthening the defense potential and protecting the strategic interests
of both the state and individual citizens.

The main components of economic security are:

— Resilience — the ability of the economy to withstand crisis phe-
nomena and recover from negative impacts;

— Self-sufficiency — ensuring internal production capacity and in-
dependence from critical external resources;

— Competitiveness — the ability of the national economy to com-
pete effectively in the world market;

— Protection of interests — a guarantee of the security of the eco-
nomic, social and strategic assets of the state and citizens.

Thus, public, social and economic security interact and complement
each other, forming a comprehensive basis for ensuring national security,
sustainable development of the state and improving the quality of life of
its citizens (Fig. 1.).

It should be emphasized that economic security is a fundamental
basis that ensures the effective implementation of all other functions
of the state, in particular defense, social and management. It forms a
stable environment for the development of the state, strengthening its
sovereignty and protecting national interests.

Information security is considered as a set of measures, methods
and processes aimed at protecting information and controlling its use,
modification, destruction or disclosure. The main goal is to ensure the
confidentiality, integrity and availability of information. Information
security covers both technical aspects (cybersecurity, cryptography, data
protection systems) and organizational measures (policy development,
personnel training, access control and risk management).

68 DOI 10.34132/pard2026.31.03



Hayionanena 6e3nexa Ykpainu 6 ymosax 60€HH020 cmany: mpancgopmayis nioxooie
ma Mexamizmie nyoaiuHO20 YNpasiiHHs

The essence of economic security

Resilience .| The ability to withstand crises and destabilizing
factors

— Ensuring the minimum necessary level of
Self-sufficiency | ! production of goods for survival and
development

Competitiveness ,| Maintaining positions in the world economy
Protection of | | Protection of national interests at all levels
interests

Fig. 1. Components of economic security.
Source: compiled by the author

According to the definition of researcher L. Kochubey, information
security is «the possibility of unhindered implementation by society and
its individual members of their constitutional rights related to the free
receipt, creation and dissemination of information». That is, it not only
provides protection for public and private information resources, but also
guarantees the realization of citizens’ rights and freedoms in the modern
information environment [8, c. 222].

It should be noted that information security, as a component
of national security, is aimed at protecting the state and society from
negative information influence, as well as at protecting state secrets and
official information.

The key aspects of information security are:

Confidentiality — preventing unauthorized access and disclosure of
information;

Integrity — protecting data from accidental or intentional distortion,
alteration or destruction;

Availability — ensuring that authorized users will have timely access
to information when necessary.
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Thus, information security provides comprehensive protection of
information in any form — digital, paper or other. It includes protection
against network attacks, malware and fraud (cybersecurity), the formation
of security policies, training and advanced training of personnel, access
management, as well as physical protection of server rooms and equipment.

Information security is becoming a critical component of national
resilience, as it allows the state and organizations to function effectively,
protect resources, and maintain the continuity of management processes
in the modern information environment.

Because the modern world depends on digital technologies, in
particular, «a new model of public administration is being modernized
and introduced, which is based on cooperation with the population,
protection of public interests, advocacy of citizens’ interests, public-
private partnership with commercial business structures» [4, pp. 1159-
1160].

However, the development of digital technologies creates cyber
threats, and therefore cyber defense becomes important. Cyber security is
a set of processes, technologies and practices for protecting information
and computer networks, programs and data from digital attacks.
Cyber security ensures the confidentiality, integrity and availability of
information protects personal data (finances, photos, accounts), corporate
intellectual property, state systems and critical infrastructure from cyber
criminals, which can lead to financial losses and reputational damage.
Ensuring the functioning of state communication systems is entrusted to
the State Service for Special Communications and Information Protection
of Ukraine. Its activities are regulated by the Law of Ukraine «On the
State Service for Special Communications and Information Protection
of Ukraine» [13].

Infrastructural changes and the introduction of new technologies are
important for the formation of an effective national security system. Key
measures include:

— Video surveillance systems — monitoring public places and
recording offenses;

— Emergency notification systems — rapid informing the population
and relevant services;
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— Secure communication systems — ensuring operational and
reliable communication between services and the population during
crisis situations;

— Medical facilities ready to provide rapid and qualified assistance
in the event of emergencies;

— Secure shelters and storage facilities — guaranteeing the safety of
the population and strategic resources during crises.

An insufficient level of information security can lead to the leakage
of confidential data, financial losses, reputational losses and disruption
of the work of organizations, which directly affects the effectiveness of
national security and the state’s ability to respond to threats.

In conditions of full-scale war, energy security becomes particularly
important as a critically important element of national security. It directly
affects the stability of the state, economic development and social well-
being of citizens, ensuring the uninterrupted functioning of vital systems
and strategic enterprises.

Thus, the integration of infrastructure innovations, technologies,
information systems and energy sustainability creates a comprehensive
basis for protecting national interests, increasing the state’s preparedness
for crisis situations and strengthening defense capabilities.

However, to understand the term «energy security», it is necessary
to pay attention to the Decree of the President of Ukraine dated
December 27, 2005 Ne 1863/2005, which characterizes energy security
as «achieving a state of technically reliable, stable, economically efficient
and environmentally safe provision of energy resources to the economy
and social sphere of the state» [21]. In Art. 1 of the Law of Ukraine “On
Electric Power Industry», energy security is considered as «the state of the
electric power industry, which guarantees technically and economically
safe satisfaction of current and prospective energy needs of consumers».
It is determined that «energy is electrical or thermal energy produced at
electric power facilities and is a commodity product» [14]. That is why
the correct definition of energy security is enshrined in the «Strategy of
Energy Security of Ukraine». It is defined as «the protection of national
interests in the field of ensuring access to reliable, sustainable, affordable
and modern energy sources in a technically reliable, safe, economically
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efficient and environmentally acceptable manner under normal conditions
and in special or emergency conditions» [25].

In our opinion, energy security reflects the economic ability of the
state to provide citizens with uninterrupted, affordable and high-quality
energy supply even in conditions of threats, while minimizing depen-
dence on external suppliers. That is, the concept of «energy security»
covers not only the availability of energy resources, but also the stability
of supplies, diversification of sources, protection against sabotage and
ecological balance.

The main components of energy security are:

— Providing a sufficient amount of energy for all categories of
consumers (population, industry) without interruptions;

— Reducing dependence on a single supplier by diversifying
sources and supply routes;

— Expanding energy sources, including domestic production and
alternative resources;

— Guaranteeing the quality of energy supplied to consumers;

— Anticipating and managing risks, including political instability,
military threats, and economic crises;

— Preventing negative impacts on the environment, ensuring
environmental safety in the production and consumption of energy
resources.

Thus, energy security is a critical component of national resilience, as
it ensures the continuous functioning of the economy and the livelihoods
of the population, increases the state’s defense capability, and reduces
vulnerability to external and internal threats.

We agree with researchers that «the stable functioning of the
national economy in normal and crisis conditions protects the
sovereignty of the state in the formation and implementation of a policy
to protect national interests» [26, p. 10]. Therefore, energy security, as a
component of national security, contributes to sustainable development
and the functioning of the economy, especially in conditions of military
aggression.

Humanitarian security in the national security system encompasses
the spiritual life of society and reflects the level of protection of a person,
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his rights, freedoms, health, dignity and opportunities for development.
The components of humanitarian security are language, education,
science, religion and culture, which play a key role in shaping the value
foundations of social development and establishing the national identity
of the Ukrainian nation.

Public security ensures the absence of threats to the physical,
mental and spiritual well-being of a person, guarantees freedom of self-
identification and the right to choose one’s own future. It encompasses
the cultural, social and personal dimensions of life, complementing the
traditional material and military aspects of security.

In the context of military threats, the system of public administration
in the field of national security is constantly transforming. This is
manifested in:

— increasing centralization in making management decisions;

— vertical coordination between state bodies;

— synchronization of actions of civil and military structures
through unified information platforms.

Such approaches ensure operational and effective security
management, allowing the state to adapt to rapidly changing conditions
and comprehensively counter internal and external threats.

Key state and public institutions play a special role in ensuring
national security in wartime:

— The President of Ukraine and the National Security and Defense
Council (NSDC) coordinate the strategic course of the state, determine
national security and defense priorities, and make operational and urgent
decisions in crisis situations;

— The Cabinet of Ministers of Ukraine provides resource support to
the security sector, manages the economy, organizes the implementation
of recovery programs, and supports the continuous functioning of critical
state systems;

— Military command and military administrations carry out
operational management of territories, coordinate interaction with
defense forces on the ground, and ensure the protection of the population
and strategic facilities;

— Civil society institutions, including volunteer organizations and
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expert communities, are integrated into the national security system
through mechanisms of public control, monitoring, and support for state
structures in the performance of their tasks.

The combination of the role of state bodies and the active
participation of civil society provides a synergy of actions that increases
the effectiveness of the national security system, especially in conditions
of military threats, and allows the state to quickly adapt to the changing
situation at the front and in the rear.

Thus, in war conditions, the role of public administration bodies
at the central, regional and local levels increases. They assess the level
of threats to national interests, develop a set of measures and make
state administrative decisions on the necessary actions. Such decisions
determine the legal grounds for the emergence, change or termination of
administrative relations [9, p. 73].

It should be emphasized that at the local and regional levels, local
governments and military administrations play a key role in ensuring
national security. They are responsible for the livelihoods of territorial
communities, the organization of civil defense of the population and
support for internally displaced persons, ensuring the effective functioning
of local security systems even in difficult wartime conditions.

Thus, national security in martial law is formed as a result of
integrated efforts of state public administration bodies, the Armed Forces
of Ukraine and civil society. In this system, public administration acts as
the main coordinator and supplier of resources, ensuring synchronization
of actions of all subjects, prompt response to threats and effective
protection of national interests.

Conclusions. Ukraine’s national security under martial law is
characterized by high complexity and systematicity, which is explained
by the simultaneous existence of both military and non-military threats.
It requires constant transformation of public administration mechanisms
and approaches in order to increase the state’s mobilization capacity
and ensure the ability to effectively respond to the challenges of modern
times.

National security is considered not only as a defense category, but
as an integrated system that encompasses various types of security:
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military, economic, information, energy, humanitarian and public. This
allows combining military, economic and social resources, ensuring their
interaction and increasing the state’s resilience to external and internal
threats.

Increasing the level of national security under martial law is possible
through:

— Adaptation of public administration mechanisms, which allows
for prompt adoption of strategic and tactical decisions;

— Strengthening inter-sectoral interaction between state authorities,
the security and defense sector and local self-government bodies;

— Integration of all management entities into a single system that
ensures synchronization of actions, optimal use of resources and effective
protection of national interests.

Thus, the national security of Ukraine in wartime is the result of the
complex work of state institutions, military structures and society, where
public administration acts as a coordinator, moderator and supplier of
resources, ensuring stability, mobilization readiness and resilience of the
state in the face of modern threats.

Prospects. It is advisable to direct further scientific research towards
developing indicators for assessing the effectiveness of state national
security policy in martial law.

HAIIIOHAJIBHA BE3IEKA YKPATHU B YMOBAX
BOE€HHOI'O CTAHY: TPAHC®OPMAIIA NIAXOAIB TA
MEXAHI3MIB TYBJIYHOT'O YIIPABJIIHHSA

Y emammi komnnexcrno docrioscerno ocobnugocmi sabe3neuents Ha-
YioHanbHOI Oe3nexu YKpaiHu 6 yMoeax 80€HHO20 CHMAHY 5K 0COONUBOZO
nPAso6o20 PeNCUMY, WO (PYHKYIOHYE 8 nepiod nosHomacumaoHoli 30poii-
Hol aepecii npomu depacasu. [Ipoananizo6ano cyuacHi BUKAUKY ma pusu-
Kut, SIKi HOCMAl0my nepeo CUCMeMOoI0 0epAHCABHO20 YIPABTIHHSL, CEKMOPOM
Oe3nexu 1l 000POHU MA CYCNITLCMBOM 3A2ATI0M, 4 THAKOIC BUSHAYEHO KII0-
406i HANPAMU MPAHCHOPMAYIL MEXAHIIMIB Peasy8aHHsl HA 3a2PO3U.

Busnaueno ocnosHi gilicbkosi ma 2iOpudHi 3a2po3u HAYIOHATLHIL
besneyi 8 ymosax 30potiHoi azpecii, ceped saxux: beznocepedHi 6006l
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0ii, pakemui ma asiayitni yoapu no KpumudHii iH@ppacmpykmypi, Ki-
bepamaxu, iHGoOpMayiiHo-NCUXONO2IUHI onepayii, eKOHOMIUYHUL MUCK,
eHepeemuUYHUL Wanmadic, OUepcilina OisbHiCmb ma cnpobu decmaoi-
aizayii enympiwnvononimuunoi cumyayii. Haeonoweno, wo npomudis
MAaKum 3a2po3am nompeoye GUKOPUCTHAHHI IHMe2POBAHO20, MIdCOUCYU-
NIIHAPHO20 Ni0X00Y, eheKmuHoi KoOpOuHayii Oiti Opeanié 0epHca8HOT
61a0U, BILCLKOBUX (POPMYBAHb, NPABOOXOPOHHUX OPEAHIE, OPeaHie Mic-
4e6020 CaMOBPAOYEAHHS, NPUBAMHO20 CEKMOPY MA IHCIMUMYmie 2poma-
OAHCHKO20 CYCHITbCMEA.

Oxapaxkmepu3z08aHo CKAA008I HAYioOHANbHOI Oe3nexu YKpainu 6
YMOBAX BOEHHO20 CMAHY, 30KPEMa B0E€HHY, NONIMUYHY, eKOHOMIUHY, iH-
dopmayiiiny, KibepHemuyHy, eHepeemudHy, COYiaibHy ma eyMAHimapHy
besnexy. OOIPYHMOBAHo, W0 8 YMOBAX GIUHU IXHS 63AEMO3ANEHCHICD
SHAYHO NOCUTIOEMbCS, A eheKMUHICG 3a0e3NeYeHHs KONCHOI 3 HUX
be3nocepeonvo 6NAUBAE HA 302aNbHY cmilikicb depacasu. Oxpemy yea-
2y npudineno poii nyoOniuHo20 YNpasniHHa ¥ (opMysanHi adanmusHoi
cucmemuy NPUHAMMS pilieHb, ONepamusHo20 peazyeants HA Kpu3osi
cumyayii ma 3abe3neuenHsi 6e3nepepPeHOCMi QYHKYIOHYBAHHA OPaHi8
61a0u.

3asnaueno, wo 3anposaddicents 60EHHO20 CIMAHY 3YMOBIIOE MPAH-
cihopmayiro KOHYenmyanbHux nioxoo0ie 00 pO3yMIHHI HAYIOHATLHOL Oe3-
nexu, SMIWeHHA AKYEeHMI8 I3 NePesadtCHO NPEGEHMUBHUX MEXAHIZMIE 00
KOMNAEKCHUX 3aX00i6 CIpumy8ants, 00oponu ma eionosenenHs. Lle ne-
pedbauac 3MIHY THCMUMYYITHUX MeXAHI3MIE NYONIYHO20 YNPAGIIHHS, NO-
cunenms: yeHmpanizayii ¢ okpemux cgpepax, po3uupenus noBHOBANCEHD
opeanis cekmopy Oe3nexu i 0O0POHU, @ MAKONHC NO2NUONeHHs iHmespayii
MIDIC HUMU A OP2AHaMU 0EepIICaBHOT 61a0U i MICYe8020 camospaoyean-
HA.

Obrpynmosaro, wo niosuujenHs pieusa HayionalbHoi besnexku Ykpa-
iHU 6 YMOBAX BOECHHO20 CMAHY MOMNCIUGE Yepe3 CUCMEMHY a0anmayiio
MeXaHizmMie nyoniuHo20 YpasiiHHsa 00 YMO8 60EHHO20 YACY, NOCUTIEHHS
MIHICCEKMOPANLHOL 83AEMOOIL, BNPOBAVNCEHHS CYHUACHUX YUPDPOBUX TH-
CmMpyMeHmie KOOpOUHAYii ma MOHIMOPUHEY, a MAKOJC iHmezpayin 8
€O0UHY (DYHKYIOHAILHO Y32000CEHY CUCHEMY OP2AHI8 0epICABHOT 81adu,
cexmopy be3nexu i 000pOHU MA OP2aHie MICYEB020 CAMOBPAOYBAHHSL.
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Busnaueno, wo xmouogumu nepedymogamu eghpexmugnocmi maxoi cuc-
memu € cmpameziune niaaHy68anHs, NPO30pPicMv YNPABAIHCOKUX PDIUEHD,
HanesxicHe pecypche 3a0e3nedenHs ma akmueHa y4acms SpOMAaosiHCbKO2O
cycninbemea y (popmysanHi i peanizayii norimuxy HayioHaivHoi Oesne-
KU.

Knrouosi cnosa: nayionanvua bOesnexa, 6OCHHUL CMaH, nyoOniuHe
VNpaeninHs, cexmop Oesneku i 000ponu, cycnintbha Oesnexa,
arcummecmiiKicms.
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